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Instructions for connecting to “winthropsecure”

Windows 10 Quick Connect

Windows 10 Wireless Set Up

Apple Quick Connect
Apple Settings Check




Windows 10 Quick
Connect

1. Select the Wi-Fi status icon and select “winthropsecure”.

Currently connected to:

win.winthrop.edu
Internet access

Wireless Metwork Connection
winthropsecure Connected
winthropGuest

HPEDDA44

HP45318%

HPECEDSC

Other Metwork

Open Metwork and Sharing Center

Network Authentication '
Please enter user credentials A pop up will ask for your username and password.
Type in your username and password and note that your
(] : ' username is preceded by “ACC\”.
‘ | I Iﬁ‘ | accismith3
I. .........|

}’ Cancel l

If you cannot successfully connect using the instructions above, please continue to the Manual Wireless Set Up
portion of this document.



Manual Wireless Set Up

1. Open the control panel and click on the “Network and Sharing Center” icon.

2. Find and click on “Set Up a Connection or Network™.

3. Click on “Manually connect to a wireless network™.

4. In the Network name field, type
“winthropsecure” (all lower case).

Enter information for the wireless network you want to add

Network name: | winthropsecure ‘

- [T — 7 5. Select WPA2- Enterprise as the Security type
and AES as the encryption. Click on “Next”.

Encryption type: |AES v ‘

Security Key: [] Hide characters 6. Click on “Change connection settings”.

Start this connection automatically

: : _ g 7. Select to “Connect automatically when this
[WliConnect even if the network is not broadcasting L. ' « .

Warning: If you select this option, your computer's privacy might be at risk. network 1S 1 range and ConneCt cven lf the
network is not broadcasting its name (SSID)” is
checked.

8. Click on Next to continue.

9. Click to “Change Connection Settings”.

Connection | Security

MName: winthropsecure

S5ID: winthropsecure
MNetwark type: Access point
MNetwork availability: Al users

Connect automatically when this network is in range
[ Look for ather wireless networks while connected to this netwark

Connect even if the network is not broadcasting its name (SSI0) « .
10. Make sure that “Connect automatically when

this network is in range” and “Connect even if the
network is not broadcasting its name (SSID)” is
checked.




11. Click on the “Security” tab.

12. Verify that “Protected EAP (PEAP)” is selected and

select “Settings”.

When connecting:

verify the server's identity by validating the certificate

|| Connect to these servers (examples:srv1;srvZ;. . srv3Y, com):

Trusted Root Certification Autharities:

M| Bltimore CyberTrust Root

[] class 3 Public Primary Certification Authority
[] Microsoft Root Autharity

[] Microsoft Root Certificate Authority

[] Microsoft Root Certificate Authority 2010
[] Microsoft Root Certificate Authority 2011
Thawte Timestamping CA

Motifications before connecting:

| Tell user if the server’s identity can't be verified W |

Select Authentication Method:

|Secured password (EAP-MSCHAP v2) v | | Configure...

Enable Fast Reconnect

["]Enforce Metwork Access Protection

[ Disconnect if server does not present cryptobinding TLY
["]Enable Identity Privacy

ok || cancal

When connecting:

] Automatically use my Windows logon name and
password (and domain f any).

Connection | Security

Security type: WPA2-Enterprise v/

Encryption type: |AES W |

Choose a network authentication method:
Microsoft: Protected EAP (PEAP) v|| settings

Remember my credentials for this connection each
time I'm logged on

13.  Select all Trusted Root Certification authorities
that contain the name “Thawte”.

14.  Verify that the Authentication Method is“EAP-
MSCHAP v2” and select “Configure”.

15. Uncheck the checkbox to automatically use your
Windows logon name and click
“OK” twice to return to the Properties window.




802.1X settings | 802, 11 settings

Spedfy authentication mode:

|User authentication v I Save credentials |

Delete credentials for all users

["]Enable single sign on for this netwark

® Perform immediately before user logon
Perform immediately after user logon

Maximur delay (seconds): 10 “:—|
St ]
| Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

16. Click on Advanced settings.

17. Select “User Authentication” in the drop-down list and
click OK.

18. A pop up will appear asking for your credentials.

19. Type in your username and password; note that your
username is preceded by “ACC\”.

20. Click OK until you have closed all windows.

You should now be securely connected to the Winthrop network. If you
experience difficulties, retrace your steps to make sure that everything
was done as listed in the instructions. Make sure that you are NOT
already connected to an access point, as this would prevent your

connecting to winthropsecure.

If you are unable to connect to the network after following all instructions, please contact the Service
Desk at (803) 323-2400 for further assistance.



Apple‘

Quick  Connect

1

Wi-Fi: Looking for Networks
Turn Wi-Fi Off

. Select the Wi-Fi Status icon and select “winthropsecure”.

winthropGuest =
winthropsecure a =

Join Other Network...

—
~*  WPAZ enterprise credentials.

Create Network...

The Wi-Fi network “winthropsecure” requires
Open Network Preferences...

2. A screen will pop up asking for
your username and password. Type your username and

Mode: | Automatic

Username: |acc\smithj2 password and note that your username is preceded by
Password: [sessesce _ “ACC\”.
Show password
g Remember this network
z Canee) Note: The windows and buttons will vary depending on your
T —— version of OS X.

If you cannot successfully connect using the instructions above, please continue on to the Apple Settings
Check portion of this document.



s’

Settlngs CheCk Wi-Fi: Looking for Networks..
Turn Wi-Fi Off

Note: The windows and buttons will vary depending on your version of OS X. - e
winthropsecure &

Join Other Network...

Create Network...

1. Click on the Wi-F1 Status icon and select “Join Other Network...”. Open Network Preferences...

W) )

2. In the “Network name” field, type “winthropsecure” (all
lower case) and change the “Security” to “WPA2

“w, Find and join a Wi-Fi network. Enterprise”.
:'h Enter the name and security type of the network you want to
join.
: [13 2
o 3. Type in your ACC username preceded by “acc\” and your
Security: | WPA2 Enterprise B paSSWOI'd.
Mode: | Automatic A
Username:  acc\smithj2 4. Clle “JOin”.
Password: | sessssss| |
Show password 1 1 1
e etk 5. After a short delay, a warning will pop up. Click
“Continue”.
(7) | Show Networks Cancel
000 Verify Certificate

/__\ Authenticating to k "winthropsecure”
Before authenticating to server “radford.win.winthrop.edu®, you should
e examine the server's certificate to ensure that it is appropriate for this
J——ﬁ‘— network.

To view the certificate, click ‘Show Certificate’.

You should now be securely connected to the
Winthrop network. If you experience difficulties, @ _Show Certificate _ | Cancel

retrace your steps to make sure that everything —

was done as listed in the instructions.

If you are unable to connect to the network after that, please contact the Service
Desk at (803) 323-2400 for further assistance.
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